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Listing 1: hexibin.py

def

2| def

hex_char_to_binary(char):
AN S A B e
if char in '©123456789':
return bin(int(char))[2:].zfill(4)
elif char.lower() in 'abcdef':
# a-f XN 10-15
value = 10 + ord(char.lower()) - ord('a')
return bin(value)[2:].zfill(4)
else:

= Ay

raise ValueError(f" LU F47: {char}")

process_cipher_file():
" b cipher. txtOfE" "
try:
# B cipher.txt it
with open('cipher.txt', 'r', encoding='utf-8') as file:
lines = file.readlines()

# R 14T Hdh

if len(lines) < 11:
print(f"%%: XA A {len(1lines) T, FE101T")
lines = lines + [''] * (11 - len(lines))

elif len(lines) > 11:
lines = lines[:11]

# AP —ATHE

for i, line in enumerate(lines, 1):
# KERPATRIA A A AT
clean_line = line.strip()

# HAREEAS AT A Bk
binary_string = "'
for char in clean_line:
if char: # HRASRTTHR
binary_string += hex_char_to_binary(char)

# 5NN H S

output_filename = f'cipher{i}.txt’

with open(output_filename, 'w', encoding="utf-8') as output_file:
output_file.write(binary_string)
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print(f"C4 i : {output_filename} - iEHIKSE: {len(binary_string)}i")

except FileNotFoundError:
print("4iix: A Z|cipher.txt3CH")
except Exception as e:
print(f" RS HIE R {e}")

# TR

if __name__ == "__main__":
# fuficipher.txt2 G EE, WERALELEN GRS
try:

with open('cipher.txt', 'r', encoding='utf-8'):
pass
except FileNotFoundError:
print(" A Fcipher.txt")

# KIS
print("JFiE4bF cipher. txt ... ")
process_cipher_file()
print("AbEESER! ")




Listing 2: decrypt.py

import os

s|def is_valid_ascii_char(v: int) -> bool:

return (32 <= v <= 122) and (
v == 32 or 65 <=V <= 90 or 97 <= v <= 122 or
v in (39, 44, 58, 46, 40, 41, 45) or 48 <= v <= 57

def char_frequency_score(b: int) -> int:

2=
' ':13,'e':10,'t"':9,'a':8,'0':8,'1"':8,'n":8,'s":7,'h":7,"'r":7,

'd':6,'1'":6,"'c":5,'u":5,'m":5,'w":5,"f"':5,'g":5,"'y":5,
‘'p':4,'b":4,'v':3,'k":3,"j":2,'x":2,'q':2,"'2":2,
mrre3 ot Mi3,"ei2,","2,"-"2

}

return s.get(chr(b).lower(), 1)

def read_cipher files():
cs = []
for i in range(1, 12):
fn = f"cipher{i}.txt"
with open(fn, "r", encoding="utf-8", errors="ignore") as f:
bits = f.read().strip()
if not bits or any(ch not in "@1" for ch in bits) or len(bits) < 8:
raise ValueError(f"{fn} W&EF N _#HHlF/E HKE>8")
cs.append(bits)
return cs

def find_key byte_position(ciphers, pos: int):
start = pos * 8
scores = [@]*256
for kb in range(256):
vc = 0
tf =0
for ¢ in ciphers:
if start + 8 <= len(c):
cb = int(c[start:start+8], 2)
pb = cb ~ kb
if is_valid_ascii_char(pb):

vc += 1
tf += char_frequency_score(pb)
scores[kb] = tf * vc
mx = max(scores)
bests = [i for i,v in enumerate(scores) if v == mx]




)
S

74

s|if _name__ == "_main__":

return max(bests) if bests else ©

def find_key(ciphers, key len_bits: int = 1376):
max_bytes = key_len_bits // 8

return .join(f"{find_key_ byte position(ciphers, p):08b}" for p in range(

max_bytes))

def decrypt_with_key(ciphers, key: str):
results = []
for idx, ¢ in enumerate(ciphers, 1):

dbin = "".join(str(int(cb) ~ int(kb)) for cb, kb in zip(c, key[:1len(c)]))

dec = .join(
(chr(v) if is_valid_ascii_char(v) else "?"
if len(bs := dbin[j:j+8]) == 8 and (v := int(bs, 2)) is not None
else "?"
for j in range(®, len(dbin), 8)
)
results.append(dec)
print(f"[cipher{idx}]")
print(dec)
print()
return results

def print_overall quality(results):
total = sum(len(r) for r in results)
valid = sum(1 for r in results for ch in r if is_valid ascii_char(ord(ch)))
if total:
print(f" SRR FFF LB . {valid}/{total} ({valid/total*100:.2f}%)")

73| def main():

ciphers = read_cipher_files()

key = find_key(ciphers, 1376)

results = decrypt_with_key(ciphers, key)

with open("found_key.txt", "w", encoding="utf-8") as f:
f.write(key)
print("FHOIRFE: found_key.txt")

print(f"&HKE: {len(key)} fi")

print_overall quality(results)

main()
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FEFPARIKIEE cipherl. txt (%307 41) & cipherll. txt(HARE ), HBhHEN
KA 1376 AL HIEEH, FRRINAREE BT A . 184745 R W~ B R

7 C:AWindows\System32\cmd.e X Y

Microsoft Windows [hR4~ 10.0.26100.6584]
(c) Microsoft Corporation, {REEFFENFI,

F:\works\cyptowork\First>python3 decrypt.py

[cipherl]

We can factor the number 15 with quantum computers. We can also factor the number 15 with a dog traOnEd to baTK trree tI
meo - RoEert HasmEY

[cipher2]
Euler would probably enjoy that now his theorem becomes a corner stone of crypto - Annonymous on EuJeR's theoTEm

[cipher3]
The nice thing about Keeyloq is now we cryptographers can drive a lot of fancy cars - Dan Boneh

[cipherd]
The ciphertext produced by a weak encryption algorithm looks as good as ciphertext produced by a stToNg encryVTiot algoR
ittm - POilip Zh1lMExrN.Tn

[cipher5]
You don't want to buy a set of car keys from a guy who specializes in stealing cars - Marc RotenberA CommentiHG ot ClipP
er

[cipher6]
There are two types of cryptography - that which will keep secrets safe from your little sister, anB That whiEH wsll keE
p oecretT safe gsOM Z Or WIaeUnAEEtfb druRo tTeN iHT

[cipher7]
There are two types of cyptography: one that allows the Government to use brute force to break the EoDe, and INe nhat rE
quures tOe GovesoMEnWoNo EUr ErYTN rEe Ee EEhA. TI

[cipher8]
We can see the point where the chip is unhappy if a wrong bit is sent and consumes more power from RhE enviroHMenn - AdI
Stamir

[cipher9]
A (private-key) encryption scheme states 3 algorithms, namely a procedure for generating keys, a pToCedure fIR etcryptI
ngd and F proceetRE E H dUEeyWtENL.?

[cipher10]
The Concise OxfordDictionary (2006) de???nes crypto as the art of writing o r solving codes.

[cipherll]
The secret message is: When using a stream cipher, never use the key more than once

FPEREZE: found_key.txt
= B 1376 {i
EMATEF LA : 1013/1417 (99.72%)

F:\works\cyptowork\First>|

K 1: R FPisAT 45 Rk &

FEF7 40t -

ciphertext #1 We can factor the number 15 with quantum computers. We can also factor the number 15
with a dog traOnEd to baTK trree timeo - RoEert HasmEY

ciphertext #2 Euler would probably enjoy that now his theorem becomes a corner stone of crypto -

Annonymous on EuJeR’s theoTEm

ciphertext #3 The nice thing about Keeyloq is now we cryptographers can drive a lot of fancy cars -
Dan Boneh

ciphertext #4 The ciphertext produced by a weak encryption algorithm looks as good as ciphertext pro-
duced by a stToNg encryVTiot algoRittm - POilip ZhIMErN.Tn



ciphertext #5 You don’t want to buy a set of car keys from a guy who specializes in stealing cars - Marc
RotenberA CommentiHG ot ClipPer

ciphertext #6 There are two types of cryptography - that which will keep secrets safe from your little
sister, anB That whiEH wsll keEp oecretT safe gsOM Z Or WlaeUnAEEtfb druRo tTeN
iHT

ciphertext #7 There are two types of cyptography: one that allows the Government to use brute force
to break the EoDe, and INe nhat rEquures tOe GovesoMEnWoNo EUr ErYTN rEe Ee
EEhA. TI

ciphertext #8 We can see the point where the chip is unhappy if a wrong bit is sent and consumes more

power from RhE enviroHMenn - AdI Stamir

ciphertext #9 A (private-key) encryption scheme states 3 algorithms, namely a procedure for generating
keys, a pToCedure fIR etcryptlng0 and F proceetRE E H dUEeyWtENL.?

ciphertext #10 The Concise OxfordDictionary (2006) de??7nes crypto as the art of writing o r solving

codes.

H#5% 3 The secret message is: When using a stream cipher, never use the key more than

once
o BHHCOARAE A found key.txt
o BHIKEE: 1376 i1

o RRRTEE TR 1413/1417 (99.72%)
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