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(1) /M feistel — DES Wil f BE

def feistel(R_bits, subkey48):

expanded = permute(R_bits, E) # 32 -> 48
xored = [a ~ b for a, b in zip(expanded, subkey48)]
sboxed = sbox_substitution (xored) # 48 -> 32
return permute (sboxed, P) # 32 -> 32

o HiN: Rbits N 32 fis|FR (FFE), subkeys8 N 48 fiF (4T HEHD .
o Hith: 32 A%k (HTHE—RML RED.

1. E¥JE: permute(Rbits, E) ¥ 32 fif EH 48 fif

2. 5 7% : xored = expanded XOR subkey48

3. S ALt E4E: sbox_substitution(xored) 4 48 V4N 8 4, H4 6 1.
XPEE i 21 [bo..bs):

row = (bo < 1) | bs € {0, 1,2, 3}, col = (b1 < 3)|(b2 < 2)|(b3 < 1)|b4 S {015}
7 S_boxes[i] [row] [col] 1§ 0..15 (4 £i7), 8 FPHFEILJR 32 fi7,

4. P B#t: permute(sboxed, P) XI 32 A FREHE.

(2) Bk DES: des_block encrypt 5 des_block_decrypt

def des_block_encrypt(block8, subkeys):

bits = [b for byte in block8 for b in int_to_bits(byte, 8)]
bits
L, R

permute (bits, IP)
bits[:32], bits[32:]

for i in range (16):

f = feistel (R, subkeys[i])

L, R=R, [1 ~ ff for 1, ff in zip(L, £)]

preout = R + L # final swap
out = permute (preout, FP)

return bytes ([bits_to_int(out[i:1+8]) for i in range (0, 64, 8)])

def des_block_decrypt(block8, subkeys):
return des_block_encrypt(block8, subkeysl[::-1])

1 FH—ALS IP FIIRE #: 8 8 Fi A ERT i 64 fr, 44T 1P, 153
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3. KALHS FP: $HE Rygl|Lyse %8 FP KES, BGH 8 RiTEETY.

4. BB Feistel S5 PRIE “[Fl—50 R 2L + W7 280 ” BRI fR%5, (M des_block decrypt
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(3) 3DES-ECB #f% triple_des_ecb_encrypt (EDE)

def triple_des_ecb_encrypt(data_bytes, key_triple_hex):
padded = pkcs7_pad(data_bytes, 8)

key_bytes_list = [hex_to_bytes(k) for k in key_triple_hex]
subs = []

for kb in key_bytes_list:

kb_bits = [b for byte in kb for b in int_to_bits(byte, 8)]
subs . append (generate_subkeys (kb_bits))

out = bytearray ()

for i in range(0, len(padded), 8):

b = des_block_encrypt(padded[i:i+8], subs[0]) # E_K1

b = des_block_decrypt (b, subs [1]) # D_K2

b = des_block_encrypt (b, subs [2]) # E_K3
out .extend (b)

return bytes (out)

e Jli/¥: EDE Bl E K1 - D K2 —» E K3; 4% 4 D K3 —» E K2 — D Kl1.

o TEHATIHE: X K1/K2/K3 &4k 16 & 72547, #BerEs i od bE

it

(4) $HF /KIEF pkes7_pad 5 pkcs7_unpad

def pkcs7_pad(data, block_size=8):
pad_len = block_size - (len(data) % block_size) or block_size
return data + bytes([pad_len]) * pad_len

def pkcs7_unpad(data, block_size=8):

if not data or len(data) % block_size != O0:

raise ValueError ("Invalid padded data length")
pad_len = datal[-1]

if pad_len < 1 or pad_len > block_size:

raise ValueError ("Invalid PKCS#7 padding length")
if datal[-pad_len:] != bytes([pad_len]) * pad_len:
raise ValueError ("Invalid PKCS#7 padding bytes")

return datal[:-pad_len]




o JHFLHMIM|: 4 pad_len = block size - (len(data) % block size); HREN
0, N pad_len = block size, HJfMEEI, Nk 8. FIEK 14 = pad_len=2,
FEAh 0x02 0x02; FHAHEK 16, FEAD 0x08x8.

BRIV EIE SR T

1. BASCREMTE, {BRRERILIR KR
JRB IR ORI B R T A
ik % 5P preout=R+L ff FP; des_block_decrypt EL# 1 des_block_encrypt
H. subkeys[::-1].

2. 3DES #R$Ei=
JRIR: {£ 3DES [] EDE Z5#rh, ¥HBRE R “NE” madE “fE%”, 584K
ML E R T Exi — Exe — Exs (BEM TAEFRHER T, S H % 55
#fE EDE A—8, ff % v th Gy 8 W7 38 S
Mok UH81% Exi—Dro—Exs SLHINEE, #%1% Dxs—Exo—Dg. HEEIL:
G4 Ky = Ky = K3, I 3DES BB N DES; #5%i H AIhANSE[F] T DES,
Wi BH R B m) B U AT A 5%

3. FIVEERMNMA LR
R RENBAZRIAIER R AT T pkcs7_unpad, B A% CKEIFE 8
THRTE RN oS B S R A B S BUB T R D, AT I
“fE e EEE 8 B BEE TR RN
i 2 ANAE 23R 5 MR 5% FF B3 2 %G AT —IX pkes7_unpad; A FIALSE X 55
Y assert len(cipher bytes)%8==0; # % L LLhex &\, %H bytes.fromhex()
fEpT IR B KR, A AT 5RE LR,

3. RGP R R HRER

TAEE: hex_to_bytes, bytes_to_hex, int_to_bits, bits_to_int, permute
ZEARHE: generate subkeys

WERHIEK: sbox_substitution, feistel

B DES: des_block_encrypt, des_block decrypt

RN 51E7: pkcs7_pad, pkcs7_unpad, des_ecb_encrypt, des_ecb_decrypt
3DES #f%: triple des ecb_encrypt, triple des_ecb decrypt

&K IP, FP, E, P, PC1, PC2, S_boxes, SHIFTS.
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In [1]: runfile( 'F:/works/cyptoweork/Second/DES.py", wdir="'F:/works/cyptowork/Second")
Plaintext (hex) : 54686520717569636B2062726F776E20666F78

Key (hex) : 133457799BBCDFF1

Key (hex) (3DES) : ['@123456789ABCDEF", '23456789ABCDEFO1', '456789ABCDEF@123']
Ciphertext (hex) : 7a53b8dc9cl17e38ea6ff2538a5T462587139e9c3f48c745e

Ciphertext (hex) (SDES) : 1ccf23869d89333ecce21c8112256fe6de456312734b1166

Decrypted (hex) : 54686520717569636b2862726776220666T78

Decrypted (hex) (3DES) : 54686520717569636b2062726776220666T78

Decryption matches original? -> True

Decryption matches original? (3DES) -> True
Encryption time : ©.669 ms
Encryption time (3DES) : 1.902 ms
Decryption time : ©.637 ms
Decryption time (3DES) : 1.911 ms

e Plaintext (hex): 54686520717569636B2062726F776E20666F78

e Key (hex): 133457799BBCDFF1

e Key (hex) (3DES): [’0123456789ABCDEF’ , > 23456789ABCDEF01’ , >456789ABCDEF0123°]
e Ciphertext (hex): 7a53b8dc9c17e38eabff2538a5f462587139¢9c3f48c745¢e

e Ciphertext (hex) (3DES): 1cc£23869d09333ecce21c8112256fe6d04563£2734b1160

e Decrypted (hex) (DES/3DES) : 54686520717569636b2062726£776e20666£78

o —H%: True (DES), True (3DES)

¥/E DES (ms) 3DES (ms)

ez 0.669 1.902
fih 2 0.637 1.911

3DES #Xf DES HIf550£1°8 1.902/0.669 ~ 2.84 (%) 5 1.911/0.637 ~ 3.00 (ff%),
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