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(1) ZEAH R R key_expansion

def sub_word(w: int) -> int:

return ((SBOX[(w >> 24) & OxFF] << 24) |
(SBOX[(w >> 16) & OxFF] << 16) |
(SBOX[(w >> 8) & OxFF] << 8) |

SBOX [w & OxFF1])

def rot_word(w: int) -> int:
return ((w << 8) & OxFFFFFFFF) | ((w >> 24) & OxFF)

def key_expansion(key: bytes):

Nk, Nb, Nr = 4, 4, 10

w = [0] * (Nb * (Nr + 1))

for i in range (Nk):

wli]l = (key[4*i] << 24) | (key[4*i+1] << 16) | \
(key [4*xi+2] << 8) | key[4*i+3]

for i in range(Nk, Nb * (Nr + 1)):

temp = wl[i - 1]

if i % Nk ==

temp = sub_word(rot_word(temp)) ~ RCON[i // Nk]
w[i]l] = wli - Nk] ~ temp

return w
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(2) B AES fNfi#%: aes_encrypt_block 5 aes_decrypt_block

def add_round_key(state, w, rnd):

for c¢c in range(4):

word = w[4 * rnd + c]

state [0+4*xc] ~= (word >> 24) & OxFF
state [1+4*xc] ~= (word >> 16) & OxFF
state [2+4*c] "= (word >> 8) & OxFF
state [3+4*xc] "= word & OxFF

def aes_encrypt_block(block: bytes, round_keys):
state = list(block)

add_round_key (state, round_keys, 0)
for rnd in range (1, 10):

sub_bytes (state)

shift_rows (state)

mix_columns (state)

add_round_key (state, round_keys, rnd)
sub_bytes (state)

shift_rows(state)

add_round_key (state, round_keys, 10)
return bytes(state)

def aes_decrypt_block(block: bytes, round_keys):
state = list(block)

add_round_key (state, round_keys, 10)
inv_shift_rows (state)

inv_sub_bytes (state)

for rnd in range(9, 0, -1):
add_round_key (state, round_keys, rnd)
inv_mix_columns (state)

inv_shift_rows (state)

inv_sub_bytes (state)
add_round_key(state, round_keys, 0)
return bytes(state)
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(3) CBC #&:\3J%: aes cbc_encrypt 5 aes_cbc_decrypt

|‘ def pkcs7_pad(data: bytes, block_size: int = 16) -> bytes:
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pad_len = block_size - (len(data) % block_size)
if pad_len == O0:
pad_len = block_size

return data + bytes([pad_len]) * pad_len

def pkcs7_unpad(data: bytes) -> bytes:

if not data:

return data

pad_len = datal[-1]

if pad_len < 1 or pad_len > 16:

return data

if datal[-pad_len:] != bytes([pad_len]) * pad_len:
return data

return datal[:-pad_len]

def aes_cbc_encrypt(plaintext: bytes, key: bytes, iv: bytes)
bytes:

round_keys = key_expansion (key)

data = pkcs7_pad(plaintext, 16)

prev = iv

ct = b""

for i in range(0, len(data), 16):

block = datal[i:i+16]
xored = bytes(a ~ b for a, b in zip(block, prev))
enc = aes_encrypt_block(xored, round_keys)

ct += enc
prev = enc

return iv + ct

def aes_cbc_decrypt (ciphertext_with_iv: bytes, key: bytes) ->
bytes:

iv = ciphertext_with_iv[:16]

ct = ciphertext_with_iv[16:]

round_keys = key_expansion (key)
prev = iv
pt = p""

for i in range(0, len(ct), 16):
block = ct[i:i+16]
dec = aes_decrypt_block(block, round_keys)

pt_block = bytes(a b for a, b in zip(dec, prev))
pt += pt_block
prev = block

return pkcs7_unpad(pt)
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(4) CTR B EEK: aes_ctr_crypt SEERK

def aes_ctr_crypt(data: bytes, key: bytes, nonce_counter: bytes)

-> bytes:
round_keys = key_expansion (key)
counter = int.from_bytes (nonce_counter, "big")
out = b""

from math import ceil

num_blocks = ceil(len(data) / 16)

for i in range(num_blocks):

counter_block = counter.to_bytes (16, "big")

keystream = aes_encrypt_block(counter_block, round_keys)

block = datal[16*i:16*(i+1)]

out += bytes(a = b for a, b in zip(block, keystream[:len(block)
1)

counter += 1

return out

def aes_ctr_encrypt(plaintext: bytes, key: bytes, nonce_counter:
bytes) -> bytes:
ct = aes_ctr_crypt(plaintext, key, nonce_counter)

return nonce_counter + ct

def aes_ctr_decrypt(ciphertext_with_nonce: bytes, key: bytes) ->
bytes:

nonce_counter = ciphertext_with_nonce[:16]

ct = ciphertext_with_nonce [16:]

return aes_ctr_crypt(ct, key, nonce_counter)
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